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a Planteamiento ¢Como comunicamos los dispositivos?
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a Planteamiento Protocolos de comunicacién

Protocolo Transporte Modelo Seguridad Gestion de Centralizado
prioridad
AMQP TCP/IP End to End TLS 0 0 0
CoAP UDP/IP Req/Res DTLS o

TCP/IP Pub/Sub TLS
DDS UDP/|P Req/Res DTLS o 0

MQTT TCP/IP Pub/Sub TLS 0



a Planteamiento MQTT como protocolo de comunicacion
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B Seguridad Seguridad en la comunicacion
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B Seguridad Esquema de clave publica

broker
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n Sistema de privilegios

room1/lights/color room2/sensors/humidity

house5/sensors/humidity
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room7/lights/color N\
NMQTT
room3/sensors/temp Broker

é¢Me puedo suscribir al topic room3/sensors/temp?



n Sistema de privilegios

Plantilla del topic (comodines)

+ * #

Exige especificar el nivel de
manera explicita
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de manera explicita

# Comodin multinivel

ejemplo/*/plantilla/#
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(0] Como mucho una vez
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r W
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si/ no



n Sistema de privilegios Roles - Agrupamiento de permisos

%EE Plantilla Max QoS Permiso Comodines
roll rooml/sensors/# 0 r No
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n Sistema de privilegios Diagrama entidad relacién

mqtt_client_topic

PK. FK1 | client_id
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mqtt_client
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. PK id H—
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permission password_hash
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wildcard _
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max_~Qo%5
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PK, FK2 | topic id PK, FK2 | client_id ><C}J
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n Sistema de privilegios Cuestiones de rendimiento
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u Sistema de privilegios Sistema de cachés

( @om L1 Caché . N[ L2 Caché )
( CLIENT TOPICS TOPIC TEMPLATES
00 ] [ home / room1 / humidity } [ home / room1/ + }
|
01 ] [ ------- } T [ + [+ / example ]
> < # >
02 ][ | home / room2 / temp j % [ +/* | example j <:> coeo
03 ] ( | home / + / example } E [ home / room2 / + } _‘ l l ‘—
04 }[ : ------- } Fl [ home / room6 / + ] ded
05 ][ """" J [ home / room7 / + j Base de datos
N ) NG /




n Sistema de privilegios Pruebas del sistema de cachés
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n Sistema de privilegios Pruebas del sistema de cachés

Topic privilege cache comparison
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B Proveedores de servicio Introduccidn

Service B
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B Proveedores de servicio Servicio de identificacidon

Servicio proveedor
) C) 1 ) de credenciales
00 J
 — < i 00|
ol? .$ o ¢ GED
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< | |
NMQTT =
1. Genera identificador temporal m
Broker
n

2. Se suscribe al topic de recepcio
< basado en el identificador

3. Facilita al proveedor el identificador 4. El proveedor valida el identificador,
> genera y registra las nuevas credenciales,

finalmente las envia al dispositivo

5. Registra credenciales y se desconecta Identificador: UUID v4

Contrasefia: basada en la entropia
de la maquina generadora



B Proveedores de servicio Servicio de vinculacién

—Ch Servicio proveedor
) B

ﬁ de vinculacion
(o]

1. El usuario escribe en el dispositivo
sus credenciales Broker PK, FK1 | client id
PK, FK2 | user_id

05

NMQTT ——

o]

maqtt_client_user

2. El dispositivo envia al proveedor

dichas credenciales matt_client user
PR |49 PK |id
UNIGUE | uuid

UNIQUE | username

password_hash password_hash

first_name

second_name

3. El proveedor valida las credenciales

4. El dispositivo es notificado con el de usuario y crea el vinculo
resultado de la vinculacion



B Proveedores de servicio Comunicacidn de dos vias
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B Proveedores de servicio Jerarquia de topics
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B Proveedores de servicio
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B Proveedores de servicio Actualizaciones OTA con HTTP

_\
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B Proveedores de servicio

TOPIC

Interaccion basada en comandos
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B Proveedores de servicio

@ ServiceProvider

: mqttClient : MqttClient
: mqttOptions : IClientOptions
” idService : String

. topicHandlers : TopicHandler[]

¢ registerTopicHandler( topicTemplate, handler )

publishAction()
getPubTopicForAction()

A

Diagrama de clases

@ cCustomServiceProvider

o]
commandManager: CommandManager

¢ LinkServiceProvider

¢ CredentialsServiceProvider

8 _handleCMD( splittedTopic, payload )

: _handleUserClientLinkage( splittedT opic, payload )

: publishAction( idService, uuid, action )

8 getPubTopicForAction( idService, uuid, action )

- _handleNewDevice( splittedTopic, payload )
- publishAction( uti, action )

- getPubTopicForAction( uti, action )

. _handleOTA( splittedTopic, payload )
. buildMessageFromOTAUpdate( update )

: getPubTopicForActionGroup( action )

° publishAction( uuid, action )
° publishActionGroup( action )

: getPubTopicForAction( uuid, action )




B Proveedores de servicio Distribucidn de la carga

Process 2
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B Proveedores de servicio Comunicacidn entre procesos
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Proveedores de servicio IPC — Class wrapper

| ProviderType

. IMainServiceProvider ..........0..0.00 i
serviceFileName: String
ke . run: () => ProviderType R N
Rl A A
4 ~
rd Y
4 Y
v hY
/s A\
0 S / «Singleton» \
/ A

” ServiceProviderWrapper "

I ° A
! registerService( service: IMainServiceProvider<ServiceProvider> ) “

° startServiceProvider( service: IMainServiceProvider<ServiceProvider> )

© startCustomServiceProvider( service: IMainServiceProvider<CustomServiceProvider> )

! ° notifyService( idService, event, data)

HTTP Server

ServiceWrapper

A\
‘ @ SserviceProvider Jﬂ{ @ customServiceProvider

Service C \
A
A ’
A Y
\ l’
A Y
\ !
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¢ ) LinkServiceProvider

c | CredentialsServiceProvider

¢ ) MainLinkServiceProvider

¢ | MainCredentialsServiceProvider




B Resultado final



B Resultado final
{

WEB Browsing capable
device

Diagrama de interaccion general

Reverse PROXY
In charge of adding security to the
transport layer (among other tasks)

M HTTP/s Maln HTTP/s server

)

This is the main HTTP server,

which is in charge of serving
dynamic web applications

!‘ nodc
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= ——: | Layer Security) authentication
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-_— e A
- o= N
— nu d & SNMQTT
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§ =
| ] [ ] [ ] ] - [ ] : L, :
- B Dl = -
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Ejemplos de uso



Ejemplos de uso Demo
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Demo preview
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https://youtu.be/HyTtDwtzgPc

Anexo Actualizacion OTA pasiva

hd
A -
Developer Database Custom Service Provider

OTA update POST( token, firmware )

alt [Valid token]
Fetch latest OTA
Latest OTA
Prepare OTA metadata
|
Store new OTA firmware
=
Insert OTA reference
OTA Released
Inter Process Communication J
Naotify OTA release
publish( Service group topic, OTA message )
OTA release notification
GET OTA firmware
firmware
Validate OTA
o |
Install OTA firmware
[else]l
| OTA Failed

Deve:uper HTTPs Server Data.base Custom Service Provider

s



Anexo Actualizacidon OTA activa

Custom Service Provider Database
| ref ‘
| )

Device authentication

publish( Service topic, OTA request )

OTA request

Fetch latest OTA

Latest OTA available

publish( Client topic, OTA metadata )

OTA Metadatar

Compare OTA version
js—

alt | [Version mismatch]

GET OTA firmware

firmware
Lo

Validate and install firmware
1

[else]

Client up to date

Broker HTTPs Server Custom Service Provider Data.base



Anexo

Already registerad

Write user credentials

| ref
Client authentication

publish{ Servce topic, User credentials )

alt [Valid user credentials]

Vinculacion de dispositivos

Link senvice provider Database

Fetch user

user( id, password hash )

Validate credentials
o

Register linkage

publish{ Client fopic, Cradentials )

Credentials

-

[else]

publish{ Client topic, Linkage failed )

Error message

Motify user
ol N

U!‘fr Client

Link service provider Database



Anexo Identificacidn de dispositivos

Broker Credentials senvice provider Database

Previously subscribed to senvice topic

Generate random UTI

Cref |
Client authenticaction

subscribe( Reception fopic )

publish({ Senice lopic, Credentials request )

Credentials request
alt | [Secure UTI]
loop | [On conflict]
Generate credentials

1
Check for duplicate

Register credentials

publish( Reception topic, Credentials )

Credentials

-

[else]

publish( Reception topic, UTI is not secure )

Error message

-

Credentials senice provider Daliase




Anexo Sistema de privilegios — Validacion de topics

PHASE 2

PHASE 1 some / +/ example ( TOPIC TEMPLATES

4[ home / room1 / +
»[ al+/example [ Mismatch
exam ple ‘{

+/+/ example

[ Has wildcard? _ A\
\ / +/*lexample [ Match!

4

~

AL

[ Indexed level li] 1 2 ]

| , alble lgnored
ANy /

e W Y -'__
I ]/ i

public [ # lgnored




Skylight — Sistema de ventilacion




Anexo Sistema de deteccidn de precipitacion




